PENETRATION TEST SCOPE FORM
Fox DSS SCOPING & AUTHORIZATION

DIGITAL SECURITY SOLUTIONS

&

FORM NO REVISION REQUEST DATE

n Client and Contact Information

COMPANY LEGAL NAME

AUTHORIZED PERSON (FULL NAME) POSITION / TITLE
AUTHORIZED PERSON E-MAIL AUTHORIZED PERSON PHONE
TECHNICAL CONTACT (FULL NAME) TECHNICAL E-MAIL TECHNICAL PHONE

| |

a Test Approach and General Information

Black Box: No prior information or accounts are provided. The team works as an external attacker.

Grey Box: Limited information and user accounts are provided to simulate an authorized user or insider.
White Box: Full information incl. architecture, documents and source code if needed. Most thorough review.
TEST TYPE

[] Black Box [[] Grey Box [ white Box

TEST TYPE INSTRUCTIONS (IF ANY)

APPLICABLE REGULATION / STANDARD

[] BDDK [] sPk [] EPDK [] KVKK
[] PcIDss [ 1so 27001 [] soc2 [] Other

OTHER REGULATION / NOTES

EXPLOITATION WHEN A VULNERABILITY IS FOUND

[[] Detection only (no exploitation) [] controlled exploitation (PoC) [C] Approval before each exploit

Regardless of this choice, any exploit that may affect production is notified to the client contact first.
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PENETRATION TEST SCOPE FORM
Fox DSS SCOPING & AUTHORIZATION

DIGITAL SECURITY SOLUTIONS

&

a Requested Test Types multiple choice, please fill in only the sections you select

D Web Application D API Testing I:l Mobile Application
I:l Desktop Application I:l External Infrastructure I:l Internal Network
I:l Wireless Network (Wi-Fi) |:| Cloud |:| Source Code Review
D Al Security (LLM / Agent) D DDoS Testing I:l Social Engineering
I:l E-mail Security I:l Scenario-Based Load Test

a Scope Details persclected test type

List fields have no line limit. When a field is full, keep typing and it scrolls automatically.

I A - Web Application

APPLICATION NAME / URL LIST (ONE APPLICATION PER LINE)

Is authenticated testing (user login) in scope? O Yes [ No
Will test accounts be provided? O Yes [ No
Is wildcard subdomain (*.example.com) testing requested? [ Yes [ No

NUMBER OF ROLES PER APPLICATION

Example: https://example.com ->2roles - https://test.com ->5 roles

ENVIRONMENT

|

I B - API Testing

API LIST / BASE URL (ONE API PER LINE)

APPROX. NUMBER OF ENDPOINTS API DOCUMENTATION AUTHENTICATION TYPE
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DIGITAL SECURITY SOLUTIONS

&

I C - Mobile Application

APP NAME / PACKAGE ID / PLATFORM (ONE APP PER LINE)

APPLICATION FILE

[C] APK will be provided [C] 'PA will be provided [] store link will be provided
If needed, can a build without SSL pinning be provided? [ Yes [ No

Do Android and iOS use the same API? [ Yes [ No

Will test accounts be provided? [ Yes [ No

FILE LINK / STORE LINK OTHER CONSTRAINTS

I D - Desktop Application

APPLICATION NAME / VERSION (ONE APPLICATION PER LINE)

BUILD PLATFORM / TECHNOLOGY

Will test accounts be provided? [ Yes [ No
I E - External Infrastructure Test

EXTERNAL IP / CIDR LIST (ONE RANGE PER LINE)

DOMAINS TO TEST (ONE DOMAIN PER LINE)

TOTAL IPS / LIVE HOSTS
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OPERATING SYSTEMS / CRITICAL SYSTEMS

IPS / SYSTEMS TO EXCLUDE

I F - Internal Network Test

INTERNAL IP / VLAN LIST (ONE RANGE PER LINE)

TOTAL ACTIVE DEVICES (IPS) NUMBER OF LOCATIONS / BRANCHES

Is there an Active Directory environment? [ Yes [ No
Is client (workstation) testing requested? [ Yes [ No
Can the test be performed from a single location? [ Yes [ No
Will credentialed scanning be performed? [ Yes [ No
LOCATION / BRANCH DETAILS OPERATING SYSTEMS / CRITICAL SYSTEMS

I G - Wireless Network Test (Wi-Fi)

TOTAL NUMBER OF SSIDS TO TEST NUMBER OF WIRELESS TEST LOCATIONS

WIRELESS NETWORK TYPES

[0 wpPA2-PsK [0 wpA3 [[] 8021X/Enterprise [[] Guest Network

LOCATION / FLOOR DETAILS SSID NAMES / NOTES

I H . Cloud Test

CLOUD PROVIDER

[0 Aws [[] Microsoft Azure [[] Google Cloud [] other

ACCOUNTS / SUBSCRIPTIONS / SERVICES IN SCOPE (ONE ENTRY PER LINE)
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PENETRATION TEST SCOPE FORM
Fox DSS SCOPING & AUTHORIZATION

DIGITAL SECURITY SOLUTIONS

&

NUMBER OF ACCOUNTS / SUBSCRIPTIONS OTHER PROVIDER

Can a read-only account be provided? [ Yes [ No

I | - Source Code Review

Please write one paragraph per project: name, what the application does, technologies, approx. lines of code, repos.

PROJECTS
Can a running test environment be provided? (optional) [ Yes [ No
CODE DELIVERY METHOD BUILD AND DEPENDENCY NOTES

I J - Al Security (LLM / Agent Applications)

APPLICATION NAME / MODEL USED (ONE APPLICATION PER LINE)

ACCESS METHOD USAGE TYPE
Does the application access external tools, APIs or data sources? [ Yes [ No
Will test accounts be provided? [ Yes [ No

Testing follows the OWASP Top 10 for LLM Applications (2026), OWASP Top 10 for Agentic Applications and MITRE ATLAS frameworks.

I K - DDoS Testing

L4 TARGET IP ADDRESSES (ONE ADDRESS PER LINE)

L7 TARGET APPLICATION URLS (ONE URL PER LINE)

CURRENT INTERNET BANDWIDTH
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I L - Social Engineering Test

TEST TYPE
[] Phishing (e-mail) [] Vishing (phone) [C] Smishing (SMS)
NUMBER OF TARGET PEOPLE NUMBER OF CAMPAIGNS

I M . E-mail Security Test

DOMAINS (ONE DOMAIN PER LINE)

E-MAIL PLATFORM E-MAIL SECURITY PRODUCT (GATEWAY)

|

I N - Scenario-Based Application Load Test

TARGET URLS (ONE URL PER LINE)

SCENARIO DESCRIPTION

TARGET CONCURRENT USERS

a Test Logistics and Constraints

TEST WINDOW (DATE RANGE) TIME SLOT

| |

SOURCE IP ALLOWLISTING REQUIRED? 24/7 EMERGENCY CONTACT

REPORT LANGUAGE

[] Turkish [] English [] other

OTHER REPORT LANGUAGE / REPORT RECIPIENTS

PRODUCTION IMPACT TOLERANCE / SPECIAL NOTES
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a Authorization and Approval

The party signing this form declares that it owns, or is authorized to commission testing of, the systems, applications and IP ranges
listed above, and authorizes Fox DSS (FOX DiJITAL GUVENLIK COZUMLERI A.S.) to perform penetration testing within the defined
scope.

Privacy / Confidentiality: Information shared in this form is used solely to define the test scope, is kept confidential and is not shared with third parties.

Client Representative Fox DSS Representative

FULL NAME FULL NAME

| |

POSITION/TITLE POSITION/TITLE

| |

DATE SIGNATURE DATE SIGNATURE
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